strategy&

Part of the PwC network

Strengthening military
capabilities

The domestic defence industry as a building
block for mission success



Contacts

Per-Ola Karlsson
Partner
+971-4-436-3000

per-ola.karlsson
@strategyand.pwc.com

Haroon Sheikh
Senior executive advisor
+971-4-436-3000

haroon.sheikh
@strategyand.pwc.com

Taimur Ellahi
Principal
+971-4-436-3000

taimur.ellahi
@strategyand.pwc.com

4 Strategy& | Strengthening military capabilities

Ritesh Verma
Principal
+971-4-436-3000

ritesh.v.verma
@strategyand.pwc.com

Brigadier Pilot Cristiano
Tartaglione (Retired)

Executive advisor
+971-4-436-3000

cristiano.tartaglione
@strategyand.pwc.com


mailto:per-ola.karlsson%40strategyand.pwc.com?subject=
mailto:per-ola.karlsson%40strategyand.pwc.com?subject=
mailto:ritesh.v.verma%40strategyand.pwc.com?subject=
mailto:ritesh.v.verma%40strategyand.pwc.com?subject=
mailto:haroon.sheikh%40strategyand.pwc.com?subject=
mailto:haroon.sheikh%40strategyand.pwc.com?subject=
mailto:cristiano.tartaglione%40strategyand.pwc.com?subject=
mailto:cristiano.tartaglione%40strategyand.pwc.com?subject=
mailto:taimur.ellahi%40strategyand.pwc.com?subject=
mailto:taimur.ellahi%40strategyand.pwc.com?subject=

About the authors

is a partner with Strategy& Middle East, part of the PwC network. Over the last
35 years, he has served clients across Europe and the Middle East on strategic transformation
programs, many of them in the aerospace and defence industries. His experience includes strategy
development, business planning, operating model design, business performance improvement,
organisation design, and governance.

is a senior executive advisor with Strategy& Middle East. Based in Dubai, he
is a leader in the aerospace and defence sector in the Middle East. He serves military clients
across the region in a wide range of areas, including logistics transformations, innovative work on
strategic partnerships with industry, capability development, and the implementation of large-scale
enterprise resource planning systems. He also advises the defence industry on strategy, mergers
and acquisitions, postmerger integration, and joint ventures. He has worked to create national
defence industrial champions in multiple Gulf Cooperation Council countries, and his work has been
recognised in the highest military circles and institutions in the region.

is a principal with Strategy& Middle East. Based in Dubai, he works in the aerospace
and defence sector in the Middle East. He is specialised in defence transformation and has
supported multiple defence institutions in their transformation journeys in the region. Additionally, he
has delivered large-scale capability development, operational enhancements, and cost optimisation—
related programs within defence.

Ritesh Verma and Brigadier Pilot Cristiano Tartaglione (Retired) also contributed to this report.

Strategy& | Strengthening military capabilities 1



Executive summary

The Gulf Cooperation Council (GCC) This collaborative approach consists of
countries! have significant military budgets four steps:

and are seeking to build their domestic
defence capabilities. These countries want
domestic industries that can produce not
only indigenous products and services,

but the support systems to sustain their
inventory of platforms and systems. Much
of their current procurement budget goes
to the initial acquisition of assets from
foreign original equipment manufacturers
(OEMs), making operational resilience
challenging. Consequently, GCC armed
forces are vulnerable to such risks as
supply chain constraints and geopolitical
tensions, which could disrupt supplies and
render important assets inoperable. Further,
as regional threats change, armed forces
could come up short because domestic
defence industries lack the customised
research and development (R&D) to provide
appropriate solutions.

Governments should build the domestic defence
industry through dialogue and partnerships. This
approach requires thinking differently. It involves
transforming the domestic defence industry from
a supplier into a planning partner, making it a
key element in mission success by improving
readiness and sustainment.

This approach uses the need for sustainment
to identify and build domestic defence
industrial capabilities in line with national
priorities. Leading armed forces have long
relied on industry being a fundamental

input to defence planning, and have worked
collaboratively from idea inception to delivery.
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Integrate planning: Involve domestic
defence companies in the planning
process to develop long-term
military capabilities.

Assess defence industry needs:
Understand the industrial elements
required to support and sustain
those capabilities.

Develop industry options: Produce
and customise domestic defence
goods based on these needs,
thereby providing a strategic
advantage, rather than just the
desire for economic development.

Monitor and improve defence
industries: Support the domestic
defence industry through long-term
contracts and investment.



The procurement
challenge

Defence spending in the GCC continues to rise, reaching over US$100 billion in
2022. However, many defence ministries in the region focus their spending on the
initial acquisition of platforms and systems, often without fully considering readiness
and sustainment requirements over the long term. They also may not consider

the domestic industrial implications. They buy advanced platforms and systems,
primarily from global OEMs based outside the region. These contracts with the
OEMs frequently do not factor logistics into long-term operational planning. Such
agreements also make countries dependent on those foreign players, entail longer
turnaround times and high prices, and leave armed forces exposed to political risk
and supply chain disruptions. If armed forces do not, or cannot, maintain, repair,
and sustain platforms and systems over time, then these platforms and systems
can become inoperable—making them worthless to military commanders.

In one recent example, a ministry of defence (MoD) in Asia grounded a vital rotary-wing
platform due to a lack of parts and weak maintenance, repair, and overhaul (MRO)
capabilities. In the original contract, the ministry had not engaged with the OEMs and
domestic industrial players to secure the proper logistics support for the rotary-wing
asset. As a result, the armed forces in that country faced delays in getting the fleet
operational, with negative implications for national defence and sovereignty.

Today, the challenge of military logistics is intensifying for several reasons.
Geopolitical tensions have rerouted matériel for certain assets. Some of the GCC
countries’ leading suppliers have diverted large amounts of their stocks to support
forces in conflicts outside the region. That will make provisioning the GCC in the
event of a crisis difficult, especially given how regional threats are changing. Beyond
such issues, the COVID-19 pandemic exposed how vulnerable global supply chains
are to disruptions. Even though most global trade flows have resumed, military
leaders must assume that other issues could affect supply chains in the future.

A further concern is that GCC governments need to be more efficient with their
defence spending. Armed forces must factor economics into their acquisition
decisions. They need to ensure that they receive the greatest possible payoff in
military effectiveness with each program and asset.
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The challenge of the domestic solution

At first glance, the obvious solution to these issues of logistics, operability, and readiness is to
build the GCC region’s defence manufacturing capabilities. In this approach, domestic defence
suppliers would make regional armed forces their preferred customers for domestically produced
goods, thereby reducing the logistical burden of buying matériel from elsewhere. Regional

armed forces would not be dependent on foreign companies, with all the attendant sovereignty
implications and exposed supply chains. Growing the defence industrial base is consistent with
the long-term aim of GCC governments to develop and diversify their national economies, in part
through reallocating military spending from external procurement to domestic investment.
Unfortunately, there is a disconnect within the GCC defence ecosystem. GCC armed forces

buy most of their assets from foreign OEMs, and domestic defence manufacturers have little
direct communication with, or support from, their national military establishments. Part of the
problem is that commercial and national development, rather than military objectives, tends to
shape defence priorities and investments. Governments select industrial projects that advance
commercial and economic objectives but that only superficially meet domestic military needs.
The result is domestic defence suppliers that export rather than sell to their own national armed

forces. These companies have yet to develop the capabilities needed to manufacture value-
added defence products.

‘ ‘ Growing the defence industrial base is
consistent with the long-term aim of GCC
governments to develop and diversify
their national economies, in part through
reallocating military spending from external
procurement to domestic investment.
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Making industry central to
operational planning

GCC MoDs and military commanders need to make industrial development a central component
of their long-term operational planning. To the extent possible, they must anticipate the needs of
the future and the corresponding readiness and sustainment requirements, and thereby specify
what defence goods they need and what the source should be: foreign, domestic, or a mixture.
That process will help them identify which long-term military capabilities they must plan for and
what policies they need to build them.

Making industry central to operational planning means looking beyond the initial acquisition

of military platforms and systems. Instead, GCC MoDs and military commanders must work

to anticipate the sustainment of these platforms and systems over the long term. They can
collaborate with domestic and global defence industrial players to determine what they can
produce in order to sustain logistics and operation from within their own borders, what needs to
be imported, and what needs to be achieved through domestic/foreign industrial collaboration.

Domestic production need not be self-sufficient. It also can occur through secure, resilient
supply chains. Some of these supply chains will be closer to home than in the past, an
approach known as nearshoring, and some will be predominantly domestic.

Logistics play a critical role in this process of planning and industrial development. As David
Beaumont, an Australian Army officer, has written, logistics can be a “bridge between the national
economy and the battlefield, where raw materials, goods and services are shaped through
relationships and processes to achieve military outcomes. Industry is where logistics begins.”?
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A four-step approach

This new approach consists of four steps (see Exhibit 1).

EXHIBIT 1:
FOUR STEPS TO BUILD A DEFENCE INDUSTRY THAT CONTRIBUTES TO
MISSION SUCCESS

MINISTRY OF ARMED DEFENCE
DEFENCE FORCES INDUSTRY

Integrate Assess defence Develop industry Monitor and improve
planning industry needs options defence industries

Define joint military needs - Assess capability needs - Define options for industry Manage execution based on
Prioritize requirements (e.g., modified versions of priorities (e.g., insourced, data-focused key

Establish plan DOTMLPF, TEPIDOIL) partnerships, joint ventures, [ performance indicators
Engage with defence - Define industry requirements localisation, R&D)

industrial ecosystem - Prioritize and define industry - Assess and recommend

stakeholders road map options

National
economic Battlefield
development

Note: DOTMLPF = doctrine, organisation, training, matériel, leadership and education, personnel, and facilities; R&D = research and development; TEPIDOIL = training, equipment,
people, infrastructure, doctrine, organisation, information, and logistics.
Source: Strategy&
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1. Integrate planning

GCC MoDs should apply an integrated planning process for their armed forces that includes
domestic defence manufacturers. They need these domestic defence manufacturers to be
involved at the earliest opportunity. Domestic manufacturers possess critical insights. Such
MoD-domestic defence industry dialogue enriches each side’s knowledge of the other’s
needs, and allows each to build its capabilities in a way that contributes to mission success.
The integrated planning method stands in contrast to the traditional method with which
MoDs have identified a particular asset required for capability building, and then sought to
procure it through a tender. That process excluded manufacturers until they received a formal
solicitation to bid.

The U.S. has applied this integrated planning concept, often termed civil-military integration, for
several decades. The result has been a stronger R&D ecosystem, reduced manufacturing costs,
and improved resilience.® Similarly, the U.K. government recently took tangible measures to

move beyond government-industry collaboration and shift to a closer form of direct integration.*

In the GCC, such an approach would take the form of governments, MoDs, and armed forces
sharing with their defence industry the capabilities they want to build, and the challenges
they need to overcome, over the next 10 to 15 years. Defence industry players would come
to the table early as partners. The resulting dialogue would allow the participants in the
defence industrial ecosystem to determine which issues they can resolve through domestic
manufacturing and which must be resolved through imports.

Such discussion would allow domestic defence companies to adjust their R&D capabilities and
ambitions, customise their offerings, and partner with their armed forces to develop jointly long-
term solutions. The more familiar they become with their domestic defence customers’ needs,
the more able they will be to assist them through incentives and joint R&D. The result would be

to strengthen the defence ecosystem so that it can produce the kind of high-profile platforms
that build national defence pride (see “The importance of signature national platforms”).

‘ ‘ In the GCC, such an approach would
take the form of governments, MoDs, and
armed forces sharing with their defence
industry the capabilities they want to build,
and the challenges they need to overcome,
over the next 10 to 15 years.
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The importance of signature national platforms

The GCC military industries, with a few force-development priorities. Other countries
exceptions, have focused primarily on have applied this approach, either individually
assembling domestic products, such as or in partnership with allies (see Exhibit 2).
defence electronics and land and marine As a result, they learn faster about complex,
platforms. There is plenty of assembly, but emerging technologies by creating a base of
insufficient value added. The amount of expertise in each realm. They have created a
production, technology, and capability transfer  priority area for government investment and
has been limited. One approach to make support. These high-profile platforms boost
faster progress is to focus on a small number national pride. They signal that a country has
of high-profile assets linked to the region’s military might and is self-reliant.

EXHIBIT 2:

SIGNATURE DEFENCE PLATFORMS

Country Producer Platform System types

I T X N N X O N I O O Y I
== Lockheed Martin ‘== F-22, F-35, and C-130 I== Stealth fighter jets, military transport

ul Northrup Grumman - Strategic bomber

United States ul i (i
N General Dynamics M1 Abrams, F-16 IE'

i

Main battle tank, multi-role combat aircraft

Raytheon ! MIM-104 Patriot Surface-to-air defence

France GIAT Industries CAESAR Self-propelled howitzer

Tiirkiye Baykar Bayraktar TB2 Unmanned combat aerial vehicle

Ukraine Luch Design Bureau - Stuhna-P

Al

Anti-tank guided missile

== Pakistan Aeronautical Complex/

Pakistan/China JF-17 Multi-role combat aircraft

ul Chengdu Aerospace Corporation i‘.l
|

India/Russia == BrahMos Aerospace BrahMos PJ-10

Supersonic cruise missile

Chengdu J-20 Stealth fighter jet

Source: Strategy& analysis
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2. Assess defence industry needs

Once they have identified their priority long-term military capabilities, MoDs can specify the industrial
elements necessary to sustain them. Some assets, such as light armoured vehicles or fighter jets,
require a significant amount of matériel to remain effective, including parts and fuel. Others, such as
cyber defences, have ongoing software requirements along with highly resilient hardware (such as
servers). Regardless of where MoDs and armed forces focus their military capability development,
they must also cover sustainment requirements across platforms and systems.

For example, a country may choose to focus on the domestic development of indirect fire
capabilities. That country could produce the core system and ammunition domestically. The
country may need to import some of the targeting system, such as software, but may be able to
co-produce other elements. At a later stage it may be able to produce some of those elements
domestically. The country also needs to consider the mobility and supply platforms that support
the indirect fire capability. The country can build these and the necessary spare parts at home.

3. Develop industry options

Once the country has integrated planning and assessed its defence industrial needs, it should
start producing the required defence goods. At this point, domestic defence production is
geared to operational requirements, readiness, and mission success, and not simply the desire
for economic development. The government understands that domestic industry is central to
defence capabilities (see “Industry as a mission capability”). Taking this step also represents a
change from the prevailing attitude that the way to sustain weapons platforms and systems is to
engage with foreign OEMs.

Given the large sums that GCC countries spend on defence procurement, diverting even a
modest amount towards domestic industry would provide ample capital. Properly monitored
long-term contracts and investment, within a defence ecosystem defined by ongoing
consumer-supplier dialogue, can build vital capabilities. Over time, as the domestic defence
industry builds sophisticated capabilities, the stronger the country’s operational sovereignty will
become and the easier it will be to ensure that supplies reach its armed forces.®
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Industry as a mission capability

Some countries have standardised capability GCC defence leaders can upgrade their

frameworks that incorporate the industrial
attributes required to complete a military
mission. For example, the U.S. Department
of Defense framework includes doctrine,
organisation, training, matériel, leadership
and education, personnel, and facilities
(DOTMLPF).® The U.K. uses another
common framework that assembles such
elements as training, equipment, people,
infrastructure, doctrine, organisation,
information, and logistics (TEPIDOIL).” Both
frameworks explicitly include logistics or
matériel, thereby providing support and
sustainment for physical assets over time.

EXHIBIT 3:

frameworks to incorporate industry for

their national needs and as a core aspect

of mission readiness. That would mean
strengthening these frameworks for regional
use: so they become doctrine, organisation,
training, matériel, industry, leadership

and education, personnel, and facilities
(DOTMILPF) and training, equipment,
people, infrastructure, doctrine, organisation,
information, industry, and logistics
(TEPIDOIIL). That can reinforce industry as a
critical component through the life cycle of
military capability building (see Exhibit 3).

UPGRADED CAPABILITY FRAMEWORKS

| -
EEEEEEEEEEEEEEEEEE

Source: Strategy& analysis
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4. Monitor and improve defence industries

GCC governments need to both monitor and improve their defence industries. Active monitoring
is vital. Armed forces and industry players need to continually assess industry performance.
They can use jointly determined, quantifiable key performance indicators and milestones. All
defence ecosystem stakeholders need to understand whether objectives are being met, and
they must be aligned on next steps.

Continuous oversight can improve all manner of defence goods. For example, the British SA-80
rifle system, which comes in multiple variants, received criticism following its introduction in
1985. Since then, the U.K. has upgraded the system, making major and minor modifications.
The SA-80 is now considered a highly lethal and reliable infantry weapon.

Active monitoring is vital.
Armed forces and industry
players need to continually
assess industry performance.
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CONCLUSION

As defence platforms and systems become more complex, and global supply chains remain
fragile, GCC governments must develop the domestic defence industry as a core capability

and embed it into their operational planning. That means collaborating closely with established
OEMs and domestic players alike to identify future military demands, plan for their support,

and apply a targeted approach to build domestic capabilities. That will transform the domestic
defence industry from being a simple supplier to playing a role on the front line. Such a mission-
first approach can deliver quality defence goods that build national pride and sovereignty and
ensure that armed forces can successfully operate in all circumstances.
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